Bp3 ocHoBa Ha uneH 7 craB 1 op 3aKkoHoT 3a pecTpukTUBHU MepiH (,Cry)cbeH pecHrk Ha Peny6inka
Maxkeponuja” 6poj 190/17), BnapaTa Ha Penybnuxa CeBepra MakeznoHuja, Ha cefjHHLaTa, OfpsKaHa
Ha 16 chespyapu 2021 rojuaa, loHece

OO0NIVKA
3a BOBeJlyBale Ha PeCTPUKTHUBHU Mepku cornacuo Opiykara (3HBIT) 2020/1127 na CoseToT 0f
30 jynu 2020 ropuna 3a usmeHyBame Ha Opnykara (3HBII) 2019/797 3a pecTpUKTUBHU MepKH
NPOTHB cajbep Hamaju TO MPeTCTABYBaAaT 3aKaHa 3a YHujaTa
MY Hej3MHHUTE 3eMjH YIeHKH

_ Unen1
Co oBaa opnyka ce BosefyBaar pECTpm{TMBHu mepku cornacHo Opnykata (3HBIT) 2020/1127 na
Cozerot o, 30 jyim 2020‘1*0,;;_141{3 3a usmenysame Ha Opykara (3HBH) 2019/797 3a pecTpUKTUBHH
MepKH NPOTUB cajbep Hanma/iy 1T TPETCTaBYBAAT 3aKaHa 3a YHUjaTa UM Hej3SHHUTE 3eMjH UIeHKI.

" . L Unen 2
Obaa ogyka ce o,uHecyBa Ha CJIE,D;HHTE 1314,1101314 PECTPUKTHBHH MepI{H
— embapro Ha CTOKH M YCIIYTH;
—  (UHAHCHCKY MepKH;
— s3abpana 3a Byie3 Bo Peny6siuka CeBepHa Makeonuja;
— JIPYTH PeCTPUKTUBHH MEPKY COTJIACHO Mel'YHAPOJHOTO MPago

Ynen 3
Ce omnpepenyBaaT MMHHCTEPCTBOTO 3a BHATpellHM paboTh, MUHMCTEPCTBOTO 3a EKOHOMH]A,
MunucrepcTBoT0 3a  HajBOpelHM paboTy, MHHUCTEDPCTBOTO 3a TPAHCIOPT U BPCKA M
MunucrepcTBoTO 3a (pMHAHCHUU - YIIpaBaTa 3a (PMHAHCHCKO pa3y3HaBamwe 3a HaJJIe)KHU OpraHu 3a
CIIPOBelyBame Ha PeCTPUKTUBHUTE MEPKH.

Ynen 4
Opnyxara (3HBIT) 2020/1127 na Cosertor og 30 jynu 2020 roguHa 3a MaMmenysame Ha Opykara
(3HBIT) 2019/797 3a pecTPUKTHBHH MEpPKH IPOTHB cajbep Hamaju IITO NMpPeTcTaByBaaT 3aKaHa 3a
VuujaTa uin Hej3SMHUTe 3eMjU WIeHKU BO OPUTMHAJ Ha aHTIMCKH M B0 [PEBOJ, Ha MAKe[OHCKH ja3uK
€ JlafleHa BO TIPYJIOT U € COCTABEeH gen Ha oBaa oJyKa.

: ‘ YUnen 5 _
PectpuxrusHuTe MepKId HpOTHB ca]ﬁep }{ana,rm wrTo NpeTCTaByBaat 3aKaHa - 3a VHH]aTa Unu
Hej3MHUTe SEM]H YJIeHKH ce' BOBe,quaaT Ha Heonpeneneno Bpeme.

: s, Unen 6
Osaa opnyxa Bneryna' B'o"cpma HapeJIHIOT AieH Ofi ICHOT Ha objaByBamero Bo ,,CinykbeH BeCHUK Ha
Peny6muka Cesepua Max{enm{ma '

Bp. 40-1550/1 IIPB 3AMEHHWK HA IIPETCETATEJIOT HA
16 despyapu 2021 roguna BJIIAJATA HA PEITVBJIMKA
Ckomje CEBEPHA MAKEJOHHJA
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COUNCIL DECISION (CFSP) 2020{1127
of 30 July 2020

amending Decision (CFSP) 2019{797 concerning restrictive measures against cyber-attacks
threatening the Union or its Member States

THE COUNCIE OF THE EUROPEAN UNION,

Having regard to the Treaty on European Union, and in particular Article 29 thereof,

Having regard to the proposal from the High Representative of the Union for Foreign Affairs and Security Policy,
Whereas:

(1)  On 17 May 2019 the Council adopted Decision (CFSP) 2019{797 {).

{2)  Targeted restrictive measures against cyber-attacks with a significant effect which constitute an external threat to the
Union or its Member States are among the measures included in the Union’s framework for a joint diplomatic
response to malicious cyber-activities (the cyber diplomacy toolbox} and are a vital instrument to deter and respond
to such activities. Restrictive measures can also be applied in response to cyber-attacks with a significant effect
against third States or international organisations, where deemed necessary 1o achieve common foreign and security
policy objectives set out in the relevant provisions of Article 21 of the Treaty on Furopean Union.

(3} On 16 April 2018 the Council adopted conclusions in which it firmly condemned the malicious use of information
and communications technologies, including in the cyber-attacks publicly known as “WannaCry' and ‘NotPetya',
which caused significant damage and economic loss in the Union and beyond. On 4 October 201 8 the Presidents of
the European Council and of the European Commission and the High Representative of the Union for Foreign
Affairs and Security Policy {the ‘High Representative) expressed serious concerns in a joint statement about an
attempted cyber-attack to undermine the integrity of the Organisation for the Prohibition of Chemical Weapons
(OPCW) in the Netherlands, an aggressive act which demonstrated contemps for the solemn purpose of the OPCW.
In a declaration made on behalf of the Union on 12 April 2019, the High Representative urged actors to stop
undertaking malicious cyber-activities that aim to undermine the Unien's integrity, security and economic
compeliveness, including acts of cyber-enabled theft of intellectual property. Such cyber-enabled thefts include
those carried out by the actor publicly known as ‘APT10’ {Advanced Persistent Threat 107

{4)  In this context, and to prevent, discourage, deter and respond to continuing and increasing malicious behaviour in
cyberspace, six natural persons and three entities or bodies should be included in the list of natural and legal
persons, entities and bodies subject to restrictive measures set out in the Annex to Decision (CFSP) 2019/797.
Those persons and entities or bodies are responsible for, provided support for or were involved in, or facilitated
cyber-attacks or attempted cyber-attacks, including the attempted cyber-attack against the OPCW and the cyber-
attacks publicly known as ‘WannaCry’ and ‘NotPetya', as well as ‘Operation Cloud Hopper'.

{5)  Decision {CFSP) 2019/797 should therefore be amended accordingly,

HAS ADOPTED THIS DECISION:

Article 1

The Annex to Decision (CFSP) 2019/797 is amended in accordance with the Annex to this Decision.

(" Council Decision (CFSP) 2019/797 of 17 May 2019 concerning restriclive measures against cyber-attacks threatening the Union or its
Member States (O] L 1291, 17.5.2019, p. 13}.
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Article 2

This Decision shall enter into force on the date of its publication in the Official Journal of the European Union,

Done at Brussels, 30 July 2020.

For the Courcil
The President
M. ROTH
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OIJIYKA (3HBIT) 2020/1127 HA COBETOT
o 30 jynu 2020 romana

3a n3MeHyBame wa Omayxara (3HBII) 2019/797 3a pecrpukTuBHE MepKH
NpOTHB cajbep HANAMK IITO IPETCTABYBAAT 3aKaHA 32 YHHjaTa WK
Hej3NHHTE 3eMjUu TIeHICH

COBETOT HA EBPOIICKATA VHUIA,
uMajKu 1o ipensua Jorosopor 3a Espornickara Yanja, a ocobeHo wien 29 of HCTHOT,

HMajKH IO TPEeABMJA INPEJUIOTOT HAa BHCOKHWOT TNpeTcTaBHMK Ha VYHujaTa 3a
Ha/(BOPEIHHE paboTH 1 Ge3beqHoCHa TONHTHKA,

€O Oryel] Ha Toa IUTO:
(1) Ha 17 maj 2019 ropuna, Coseror ja yionece Ommykara (3HBII) 2019/797 A.

(2) HacoueHHTe pPeCTPHKTHBHE MEPKH HPOTHB cajéep Hamaji cO 3HAYHTENHO
BIIMJAHHE I0TO NPETCTABYBAAT HAJBOPEIIHA 3aKaHa 32 YHHjaTa MM HEj3HHUTE
3EMJH WIEHKH Ce Jel O MePKHIE BISIYYCHHM BO paMKaTa Ha YHujara za
3aCJIMAYKH QUIIOMATCKY OArOBOP HA 3II0HaMepHH cajbep akTHBHOCTH (alaTky
3a cajbep JMIIOMATAKA) M CC KIYUYEH MACTPYMEHT 3a Cy30uBame M OATOBOp Ha
BaKBHUTE akTHBHOCTH. VICTO Taka, MOXe 1a ce HpHMEHAT PECTPHKTHBHH MEPKH
KaKo OAroBop Ha cajfep Hallali CO 3HATUTENHO BIMjaHUe IPOTHB TPETH 3eMjH
HITH MCIYHAPOJIHY OPTaHH3al|My, KaZIe IITO OBa Ce CMeTa 3a MoTpeGHO 3a 1a ce
IIOCTHIHAT LENHTE Ha 3aelHM4YKaTa HaJBopelnHa u 0Oe30ejHOCHA TONHTHKA
HPEJBUNICHR BO COONBETHHTE oxApe)du ox wreH 21 oxn Horosopor 3a
Erponckara Yuuja.

(3) Ha 16 ampun 2018 roguna, CoBeToT OHECE 3aKIVYHOIH €O KOH HajoCTpo ce
OCymyBa 3JOHaMepHaTa yHorpeba Ha HHOOPMATHYKH M KOMYHMKAIMCKH
TEXHONOIMH, BKIYYHTCIHO U cajOep Hamlalii HO3HATH BO JAaBHOCTA KaKo
5» WannaCry®” u ,,NotPetya“, kon npemusBrkaa 3HAUNTENHA 10TETa B EKOHOMCKa
zaryba BO YHHjata W Hamsop of Yuujata. Ha 4 oxromppu 2018 rommua,
npercepareiure Ha EBporckuor coser u Ha EBporickara KOMHCHja ¥ BHCOKHOT
IPeTCTABHMK HA YHH}jaTa 3a HAIBOPCINHE PaboTH M 6e36e/(HOCHA TIONHTHKA
(,BHCOKHOT TPETCTABHHK®) BO 3a¢/(HHYKATA H3jaBa H3pasHja CepUO3HA
3arpHKEHOCT BO BpCKa co oOmM0T 3a cajbep Hamajy co LEN Ja ce HapyllH
uuTerpureToT Ha Opranusanmjara 3a 3abpaHa Ha xeMuCKO opyxje (0O3XO0) Bo
Xonanauja, arpecuBeH YMH Ha HETIOUHTYBAKE HA BAKHATA IEIl CIPOBEICHA OJ1
03XO0. Bo usjasara Bo uMe Ha Yuujata ox 12 anpun 2019 romuna, BHCOKHOT
HPCTCTABHHK T'H [TOBHKA YUECHHUIHTE Jia IIPECTAHAT CO 3JI0HAMEPHH aKTUBHOCTH
BO cajéep MPOCTOPOT HACOYEHH KOH NOTKONYBAWE HA HHTETPHTETOT,
Gesbennocta W eKOHOMCKAaTAa KOHKYPEHTHOCT Ha YHHjaTa, BKIVYHTENHO H
Kpaxx0a Ha HHTENEKTYAHA COUCTREHOCT OBO3MOXKEHA OJI ¢ajoep TeXHONOIMHTE.

! Omnyxa (3HB) 2019/797 na Coserot ox 17 Maj 2019 roguma 3a pecTpukTHBHM MEpKH HpoTHs cajoep
HAUAMM INTO MPETCTABYBAAT 3aKaHa 3 YHMjaTa WM Hej3suHHTe 3eMjH wieHks (Cn. sechux 6p. L 129 1,
17.5.2019 roquma, ctp. 13).



)

&)

Taxsure KpaxOH OBO3IMONKeHH Of cajOep TEeXHONOTHHTE BKIIydyBaaT KpaxOu
W3BPHIEHH OJf CTOPHUTE] TO3HAT BO jasHocta kako ,,APT10“ (,Hampenna
nocrojana saxana 10).

Bo 0B0j KOHTEKCT ¥ CO LIeN Jia ce cnpeuH, obecxpabpy, cy30He 1 OAroBOpH Ha
KOHTHHYHPAHOTO M PACTEUKOTO 3JI0HAMEPHO OJHECYBame BO cajdep IpocToporT,
wecT (PH3NYKH JLA B TpH cyOjeKTH MM Teja Tpeba ja OupaT BKIyYCHH BO
CIIACOXOT Ha (PM3MYKH M TpaBHYU JHNa, CyOjeKTH M Tejla KoM NOJIEXar Ha
PECTPUKTHBHH MEpPKH YTBpieHH Bo AHekcoT KoH Opnykara (3HBII) 2019/797.
Osuie NMLa ¥ CYGjEKTH MIIH Tea ce OJIrOBOPHY 3a cajbep Halaan HIK o0HIH 33
cajbep Hanmamu, HITH NOAJPIKalie, YUECTBYRAJE WM ONECHYBANE U3BPLIYBalhe Ha
TakeM cajbep Hamany v obuau 3a cajOep HamalH, BIIYYHTENHO M 00HH 32
cajbep managy npotas O3XO u cajbep Hanaay IO3HATH BO JABHOCTA KAKO IITO
ce ,,WannaCry“ u ,, NotPetya®, xako u onepamujara ,,Cloud Hopper®.

3aroa, Onnyxara (3HBIT) 2019/797 Tpeba coonBeTHO Ja c& H3MEHH,

JA JOHECE OBAA OJIJIVKA:

Ynen |

Anexcor xon Opnykara (3HBIT) 2019/797 ce maMeHyBa Kako IINTO € YIBPJIEHO BO
AHEKCOT KOH 0Baa OJTyKa.

Ynen 2

Osaa ofTyKa BIEryBa BO CHIIA Ha IEHOT Ha HEj3HHOTO 0bjaByBame BO CyicHeHton 6ecHux
na Eeponckama Ynija.

bpucen, 30 jyma 2020 rojuina.

3a Cogemom
Tpemcedamen

M. POT
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